
A
s the pandemic shifted a 

significant amount of cor-

porate work onto various 

software platforms, individ-

uals have had to become 

conversant in increasingly sophisti-

cated programs that allow them to 

work remotely. Unfortunately, the U.S. 

Sentencing Guidelines (Guidelines) 

have not kept pace with this mod-

ernization in some areas, especially 

in cases where a substantive offense 

related to technology (such as the 

Computer Fraud and Abuse Act) is 

not implicated.

Anachronistic and vaguely defined 

provisions that have been updated 

to reflect today’s business and tech-

nological landscape can lead to aber-

rant results. For example, the use of 

“sophisticated means” under §2B1.1(b)

(10)(C) as a proxy for complexity often 

leads to unfair and prejudicial double 

counting “akin to imposing an extra 

enhancement for firearms that propel 

larger caliber bullets.” United States v. 

Faibish, 2015 U.S. Dist. LEXIS 101200, at 

*13 (E.D.N.Y. 2015). Those conducting 

what may be considered unsophisti-

cated schemes by today’s standards 

could find themselves exposed to 

increased sentences originally meant 

only for offenders who employed 

more elaborate means to effectuate 

their schemes. Conversely, some-

one using what would be considered 

unsophisticated means today, might 

also be swept up in this sentencing 

enhancement.

The Commission’s original purpose 

for adding these enhancements to the 

Guidelines for fraud offenses was to 

distinguish more serious offenders 

from the lesser ones, and to levy dif-

ferent penalties proportionally for 

each. But this purpose has fallen to 

the wayside as modern age technol-

ogy has, and continues to, greatly out-

paced the original Guidelines, and the 

Commission has failed to implement 

meaningful amendments to correct 

this discrepancy.

For example, a 2015 amendment to 

the “sophisticated means” enhance-

ment, implemented by the Commis-

sion to realign its application to its 

original purpose, has yielded mixed 

results. Indeed, even after this amend-

ment, many courts still apply a pre-

amendment analysis that factors in 

an overly broad range of conduct. As 

a result, “sophisticated means” con-

tinues to be overused as a 2-point 

increase in the Guideline calculations 

of a wide range of white-collar cases.

This article explores the origins of 

the “sophisticated means” enhance-

ment provision of the Guidelines and 

its evolution. We conclude that it is 

time for the Commission to re-evaluate 

this provision considering evolving 

business practices and increased reli-

ance on, and use of, technology—an 

issue that is now especially urgent 

in the post-pandemic age when use 

of technology and remote work has 

become the norm. However, given that 

only one of seven Commissioners is 

  S
ER

VIN
G THE BENCH

 

AND BAR SINCE 18
88

It’s Time To Change Antiquated  
Sentencing Guidelines

JAMES ROBERTS  co-authored the article with 
ANGELA LI, who is also with Schlam Stone & Dolan.

WWW. NYLJ.COM

Outside Counsel

VOLUME 268—NO. 2 TUESDAY, JULY 5, 2022

By  
James  
Roberts

And 
Angela  
Li



currently seated, we recommend that 

practitioners lobby prosecutors to 

exercise their discretion to eliminate 

double counting in cases by using 

enhancements like “sophisticated 

means.”

Origins

From 1996 to 2000, the “sophisticat-

ed means” enhancement only existed 

in the context of tax crimes. Courts 

applied this enhancement based on 

offense characteristics rather than 

individual offender characteristics. 

Indeed, the enhancement applied even 

when a defendant did not devise or 

control the sophisticated means at 

issue. At that time, the fraud provision 

contained no corresponding enhance-

ment, but only a “sophisticated con-

cealment” enhancement.

In 1998, the Commission expanded 

the “sophisticated concealment” 

enhancement for fraud, then found 

under §2F1.1 and now consolidated 

under §2B1.1, and renamed it “sophis-

ticated means.” Drawing on the defi-

nition of the same term from the tax 

guidelines, “sophisticated means” 

was defined as “especially complex 

or especially intricate offense conduct 

pertaining to the execution or conceal-

ment of an offense” and resulted in 

a 2-point addition. Notably, the same 

provision instructed that “[i]f the 

resulting offense level is less than level 

12, increase [it] to level 12.” §2B1.1 

(b)(10).

By 2000, the Commission had added 

15 other “Specific Offense Character-

istics” to the fraud guideline, other 

than loss amount. These combined 

enhancements added a potential 

increase of 2 to 14 points to an origi-

nal Guideline calculation. Frank O. 

Bowman, III, Damp Squib: The Disap-

pointing Denouement of the Sentencing 

Commission’s Economic Crime Project 

(and What They Should Do Now), 27 

Fed. Sent’g Rep. 270, 271 (2015).

Evolution

In 2003, the Second Circuit interpret-

ed the “sophisticated means” enhance-

ment in United States v. Jackson, 346 

F.3.d 22 (2d Cir. 2003). The court held 

that the enhancement applied “even 

if each step in the scheme was not 

elaborate,” or “the defendant may 

have used the telephone and inter-

net basically,” because “the use [the 

defendant] put them to was sophisti-

cated” and “even if each step in the 

scheme was not elaborate, the total 

scheme was sophisticated in the way 

all the steps were linked together so 

that the defendant could perceive and 

exploit different vulnerabilities in dif-

ferent systems in a coordinated way.” 

Id. at 24-25.

Meanwhile, following Booker (2005), 

criticism of how the fraud Guidelines 

were applied in many white-collar cas-

es began to increase. For instance, not-

ing the steady rise in fraud enhance-

ments since 2001, one court stated 

that “although the Guidelines reflect 

Congress’ judgment as to the appro-

priate national policy for such crimes, 

this does not mean that the Sentenc-

ing Guidelines for white-collar crimes 

should be a black stain on common 

sense[.]” United States v. Parris, 573 

F. Supp. 2d 744, 754 (E.D.N.Y. 2008).

By the time the Commission amend-

ed the language of the “sophisticated 

means” enhancement in 2015, courts 

had already begun to balk at apply-

ing it. The rates of within-range sen-

tences for fraud offenders decreased 

from 83.4% in fiscal year 2003, when 

Jackson was decided, to 50.6% in 

fiscal year 2012, just before Faibish 

was decided. Nevertheless, in 2012, 

approximately 34% of defendants 

who received a sentence with both 

a loss-related increase and at least 

one additional enhancement had 

received an enhancement under 

§2B1.1(b)(10), including for “sophis-

ticated means”—which was second 

only to the enhancement for conduct 

affecting 10 or more victims under 

§2B1.1(b)(2).

The stated purpose of the 2015 

amendment was to ensure that 

“sophisticated means” would only be 

used where a “defendant intentionally 

engaged in or caused conduct con-

stituting sophisticated means,” and, 

to that end, the Commission also 

removed broader language referring 

to application of the enhancement 

where it “otherwise involved sophis-

ticated means.” One court noted that 

the amendment was “significant in that 

it shifts the emphasis to the offender’s 

intent and individual culpability”—

which was a significant deviation 

from the original pre-2000 language 
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and intent of the enhancement. United 

States v. Richman, 93 F.3d 1085, 1088 

(2d Cir. 1996).

The Murky Present

Application of the enhancement 

remains inconsistent and subject to 

broad interpretation that often renders 

the Commission’s 2015 amendment 

moot. For example, in MacCallum, 

the Second Circuit stated, relying on 

the pre-Amendment logic of Jackson, 

that mere false investment agreements 

amounted to sophisticated means 

when combined with other factors 

such as crossing jurisdictions, the 

transfer of funds among accounts, 

and evading detection. United States 

v. MacCallum, 821 F. App’x 11, *13-14 

(2d Cir. 2020). The MacCallum court 

reasoned that the conduct was like 

pre-Amendment cases that “involved 

a combination of acts, each of which 

standing alone was not especially com-

plex, but which constituted sophisti-

cated means when considered as a 

whole.” Id. at *13.

Similarly, in United States v. Fiuma-

no, the Second Circuit appeared to 

grudgingly acknowledge the 2015 

Amendment. 721 F. App’x 45, 47 (2d 

Cir. 2018). The defendant was accused 

of initially selling illusory mortgage 

modification services to customers 

and then becoming the general man-

ager of a company which sold similar 

illusory services. When customers 

began to complain, the defendant 

and others would change the com-

pany’s name, its internet domain, 

phone number and email address. 

Writing that “assuming arguendo 

that the Sentencing Commission’s 

2015 amendment of the sophisticated 

means enhancement require[d] [the 

court] to look to [the defendant’s] 

own conduct,” the court found that 

the defendant’s orchestration and 

participation in a mortgage fraud 

scheme was sufficient to warrant the 

enhancement. Id. at *48.

In today’s world, is it still true that 

working from an office in one juris-

diction and soliciting business from 

another as part of a telemarketing 

scheme is “especially complex or 

especially intricate”? Similarly, does 

the fact that more and more employ-

ees are working remotely make a 

defendant more vulnerable to a 

sophisticated means enhancement? 

Using a simple program, it is easy for 

an individual to falsify authentic look-

ing financial statements or signatures, 

and the ability to use that program 

is often a job requirement in many 

industries. So how “sophisticated” is 

it in our modern age to create a new 

Internet domain, phone number or 

email address?

Conclusion

We believe the Commission should 

consider overhauling the “sophisticat-

ed means” enhancement or, at the very 

least, amending it further for clarity, 

in order to prevent its application to 

an overbroad array of conduct that is 

not actually complex by any objective 

measure. To that end, the application 

notes also need to explicitly account 

for the rapid evolution of business 

and technology (and the enormous 

expansion of remote work) to provide 

a practical framework for determining 

what is and is not sophisticated.

Unfortunately, given that there are 

currently six Commission vacancies 

(out of seven seats), any near-term 

solution is unlikely. Therefore, it is 

incumbent on defense counsel to 

level-set what is, and perhaps more 

importantly what is not, “sophisticat-

ed means” and contest unconsidered 

inclusion of such enhancements at 

both ends of the spectrum, particu-

larly where the offender’s conduct 

does not rise to a level that warrants 

increased punishment. After all, that 

is the stated purpose of the enhance-

ment, and reliance on antiquated 

notions of complexity would be … 

unsophisticated.
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